HIPAA Authorization
Dana-Farber/ Harvard Cancer Center
BIDMC/BCH/BWH/DFCI/MGH

PRIVACY OF PROTECTED HEALTH INFORMATION (HIPAA AUTHORIZATION)
The Health Insurance Portability and Accountability Act (HIPAA) is a federal law that
requires Dana-Farber/Harvard Cancer Center (DF/HCC) and its affiliated research
doctors, health care providers, and physician network to protect the privacy of
information that identifies you and relates to your past, present, and future physical
and mental health conditions (“protected health information”). If you enroll in this
research study, you agree to permit DF/HCC and any of your doctors or other health
care providers, Principal Investigators and [her/his/their/its] collaborators an staff to
obtain, use and disclose your “protected health information” as explained below.
Authorized staff not involved in the study may be aware that you are participating in a
research study and may have access to your information. If the study is related to your
medical care, any study-related information may be placed in your permanent hospital,
clinic or physician’s office records.
1. What protected health information about me will be used or shared with others
during this research?



Existing medical records, including mental health records.
New health information created from study-related tests, procedures, visits, and/or
questionnaires

2. Why will protected information about me be used or shared with others?
The main reasons include the following:
 To conduct and oversee the research described earlier in this form;
 To ensure the research meets legal, institutional, and accreditation requirements;
 To conduct public health activities (including reporting of adverse events or
situations where you or others may be at risk of harm); and
 To provide the study sponsor with information arising from an adverse event or
other event that relates to the safety or toxicity of the drug(s) used in the study and
for the purpose of this or other research relating the study drug(s) and their use in
cancer;
 To better understand the diseases being studied and to improve the design of
future studies; and,
 Other reasons may include for treatment, payment, or health care
operations. For example, some medical information produced by this
research study may become part of your hospital medical record because
the information may be necessary for your medical care. (You will also be
given a Notice of Privacy Practices for use and sharing of protected health
information. If not, let us know and a copy will be given to you. Please
carefully review this information. Ask if you have any questions or do not
understand any parts of this notice.)
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3. Who will use or share protected health information about me?


DF/HCC and its affiliated research doctors and entities participating in the research
will use and share your protected health information. In addition, other DF/HCC
offices that deal with research oversight, billing or quality assurance will be able to
use and share your protected health information.

4. With whom outside of DF/HCC may my protected health information be shared?
While all reasonable efforts will be made to protect the confidentiality of your protected
health information, it may also be shared with the following entities:









Outside individuals or entities that have a need to access this information to
perform functions relating to the conduct of this research such as analysis by
outside laboratories on behalf of DF/HCC and its affiliates (for example, data
storage companies, insurers, or legal advisors).
The sponsor(s) of the study, its subcontractors, representatives, business
partners, and its agent(s):
Other research doctors and medical centers participating in this research
Federal and state agencies (for example, the Department of Health and Human
Services, the Food and Drug Administration, the National Institutes of Health,
and/or the Office for Human Research Protections), or other domestic or foreign
government bodies if required by law and/or necessary for oversight purposes. A
qualified representative of the FDA and the National Cancer Institute may review
your medical records.
Hospital accrediting agencies
A data safety monitoring board organized to oversee this research, if applicable

Some who may receive your protected health information may not have to satisfy the
privacy rules and requirements. They, in fact, may share your information with others
without your permission. Once your health information has been disclosed to a third
party, federal privacy laws may no longer protect it from further disclosure.
5. For how long will protected health information about me be used or shared with
others?


There is no scheduled date at which your protected health information that is being
used or shared for this research will be destroyed, because research is an ongoing
process.
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6. Statement of privacy rights:







You have the right to withdraw your permission for the research doctors and
participating DF/HCC entities to use or share your protected health information.
We will not be able to withdraw all the information that already has been used or
shared with others to carry out related activities such as oversight, or that is needed
to ensure quality of the study. To withdraw your permission, you must do so in
writing by contacting the researcher listed above in the section: “Whom do I contact
if I have questions about the research study?”
Please note that: You do not have to sign this Authorization, but if you do not, you
may not participate in the Research. If you do not sign this authorization, your right
to other medical treatment will not be affected.
You have the right to request access to your protected health information that is
used or shared during this research and that is related to your treatment or
payment for your treatment, but you may access this information only after the
study is completed. To request this information, please contact the researcher
listed above in the section: “Whom do I contact if I have questions about the
research study?”
This authorization will not expire unless you change your mind and revoke it in
writing as outlined above.

You will be given a copy of this Authorization after you have signed it.

Signature of Participant
or Legally Authorized Representative

Date

Relationship of Legally Authorized Representative to Participant

For questions, contact the Office for Human Research Studies at 617-632-3029.
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